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What is a Phishing email?

Phishing is an online scam where a cyber-criminal sends an email to someone
at a company, asking them to provide sensitive information, make a payment to
a fraudulent account, or even a more creative objective, like purchasing gift
cards and sending the serial numbers.

Many times the scammer will ask the recipient to click a link within the email,
which then directs the user to a fraudulent website waiting to harvest their
information or collect a payment, but it can also ask the user to simply respond
to the email with the sensitive information in the response.



Hi Michael,

Please find enclosed vendor banking Instructions for a payment that was
suppose to go out in the previous week. I need you to process it immediately.

I am a bit busy now but will give you a call within the hour regarding the
payment.

Regards,

Sent from my Mobile

A common Phishing attempt will ask the
employee to make a wire transfer
to a fraudulent account.




What does a Phishing email look like?

While many people assume Phishing emails will be easy to spot because they'll
come in the form of generic scams, like fake IRS requests, today’s cyber
criminals have become a little savvier.

Yes, your generic IRS request or fake PayPal request is still a popular Phishing
scam, but nowadays Phishing scams are conducted with much more research.

The emails can look like they are coming from a coworker, and they may even
have other co-workers cc’d to them. Phishing emails may even have the
signature of the sender that they are trying to mimic.



From: xero [mailto J
Sent: T 20 June 2017 12:09 pm.

To: &

Subject: Your xero invoice available now.

Hi

Thanics lor working with us. Your bl lor $373.75 was dus on 28 Aug 2018,

H you've siready paid &, pleass ignore this email and somy for bofering you. I you've not paid it, please 60 50 88 500n & possible.

To view your bil vis

i you've got any questions, of want 10 arrange aleemative paymant don hositate to gat in touch
Thanks

NJW Limited

n Downioad PDE

Sometimes the
Phishing attempt
comes in the form of
a fake invoice from
what appears to be
one of your vendors.

Sometimes they appear to
come from a bank or other
institution asking you to
update your personal

information.

PayPal

We need your help

dod, s an o

We need you to update your informations for further use of your PayPal acoount.

You are currently made disabled of :

A




What should you do if you suspect a Phishing email?

The good news is, protecting yourself from being a victim is pretty
straightforward. If you get an email that looks suspicious, here are three easy
ways to check if the email is real or if it's a Phishing scam:

1) Contact the sender — if the Phishing attempt is meant to look like it's from a
colleague or boss, simply call that person on the phone, walk over to their desk,
or send them an email (outside of the email thread with the Phishing attempt)
and ask if they sent you something. If the Phishing attempt appears to have
come from a company, contact that company and ask them if they really
requested the information.

2) Double check the “reply-to” or website address — when the Phishing attempt
is asking for the sensitive data directly as a response to the email, they will have
a reply-to address from a domain that is not the actual domain name of the
sender. If the email is sending you to a website to collect the information or
payment, the domain won't be the official domain of that company.



3) Ask us — helping with computer issues is exactly what we’re here for. We'd
much rather get a call from you asking to double check a suspicious email, than
a call saying that your system is locked up from a ransomware attack that came
from clicking the link in that email.

Closing out

The important thing to remember about Phishing emails is that it's always
better to double check if you're unsure. It's much easier to simply ask the
supposed sender if they actually sent it, than to deal with the consequences of
being the victim later on.

If you have any questions about Phishing emails or any other IT support related
inquiries, please do not hesitate to contact us directly.
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